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[bookmark: _Toc292464689][bookmark: _Toc479930301][bookmark: _Toc247358938][bookmark: _Toc253666638]Introduction
This document contains instructions for installing the WCIS (Water and Climate Information System) LoggerNet for Linux Server Deployment Unit in the Production environment.
NRCS PSO staff members in Fort Collins, in support of the business directive to separate development from hosting activities, perform the procedures described in this installation manual.  
Review both diagrams, related to the installation of LoggerNet for Linux listed in the following table.
	Diagram Type
	Diagram Name
	Description

	Logical deployment diagram
	WCIS-LogicalDeploymentDiagram-PSO-2802.vsdx
	Illustrates components of the application architecture and their interdependencies.

	Network diagram
	WCIS-NetworkDiagramNITCHAProd-PSO-2801.vsdx
	Illustrates connectivity of components of the application architecture.



You can find both diagrams in CoLab at Projects » NRCS-Deployments » Documents » NRCS Applications » SCI » WCIS
The WCIS LoggerNet for Linux Server installation includes:
Confirm the environment meets the specifications
Install the LoggerNet Deployment Unit
Open ports for LoggerNet communications
Install the WCIS file management scripts and cron job
Configure LoggerNet cell phone modems
Configure Apache and SSL
Confirm the installation
Confirm connectivity
Remove the Deployment Unit
Reinstall the Deployment Unit 
[bookmark: _Toc246928270][bookmark: _Ref291829934][bookmark: _Toc292464690][bookmark: _Toc479930302]Confirming the Environment Meets Specifications
[bookmark: _Toc292464695][bookmark: _Ref303254731]To confirm the environment meets the LoggerNet for Linux Deployment Unit specifications, ensure the following are in place:
Server Configuration 
Prerequisites 
Prerequisite Installation 
Connectivity Confirmation 
[bookmark: _Toc276132173][bookmark: _Toc289250272][bookmark: _Toc292464693][bookmark: _Ref303254711][bookmark: _Toc470693158][bookmark: _Toc479930303]Server Configuration
Confirm that the server environment meets the minimum requirements. The table shows the standard configuration for the LoggerNet server.
	Configuration 
	Standard

	Operating System
	Red Hat Enterprise Linux 6.3 (64-bit) 

	Web Server
	Apache 2.2.15

	Disk Space
	6GB - /var



[bookmark: _Toc246928273][bookmark: _Toc292464694][bookmark: _Ref303254717][bookmark: _Toc470693159]Confirm that the server environment meets the specifications described in the network diagram, WCIS-NetworkDiagramNITCHAProd-PSO-2801.vsdx. The diagram is available in CoLab at: 
Projects » NRCS-Deployments » Documents » NRCS Applications » SCI » WCIS.
[bookmark: _Toc478582190][bookmark: _Toc479930304]Confirm WCIS Data Manager Access
Ensure that all WCIS Data Managers have valid “P” Accounts to access the url:
loggernet.sc.egov.usda.gov:6789
The WCIS Data Managers are: 
	maggie.dunklee@por.usda.gov

	deb.harms@por.usda.gov


[bookmark: _Toc479930305]Confirm Network Connectivity
The LoggerNet server needs to read data from the cell phone modems of automated data collection sites outside the USDA network.
Refer to Appendix A for the location of these IP addresses.
[bookmark: _Toc479252429][bookmark: _Toc479252727][bookmark: _Toc479311301][bookmark: _Toc479311763][bookmark: _Toc479252430][bookmark: _Toc479252728][bookmark: _Toc479311302][bookmark: _Toc479311764][bookmark: _Toc479930306]Prerequisites
The following are required to install LoggerNet for Linux:
[bookmark: _Ref303254725]‘sudo’ administrative permission is granted at the time of install.
The user LoggerNet and the user group LoggerNet will be created when LoggerNet is installed.
[bookmark: _Toc470693160][bookmark: _Toc479930307]Installing and Configuring Apache with SSL 
[bookmark: _Toc479930308]Install Apache and Mod_SSL
Apache 2.2.15 with SSL (or higher) is required for the LoggerNet for Linux Deployment Unit. 
To install Apache and mod_ssl run the following commands:
sudo yum install httpd
sudo yum install mod_ssl
[bookmark: _Toc479251103][bookmark: _Toc479252434][bookmark: _Toc479252732][bookmark: _Toc479311306][bookmark: _Toc479311768][bookmark: _Toc479930309]Install SSL Certificate and Key Files
Follow these steps to install the SSL certificate and key files for the LoggerNet server:
Contact NITC Support to request and obtain a certificate and private key for FQDN loggernet.sc.egov.usda.gov.
Copy the certificate wildcard-entrust.sc.egov.usda.gov.crt to /etc/pki/tls/certs.
Copy the private key wildcard-entrust.sc.egov.usda.gov.keyto /etc/pki/tls/private.
Edit the SSL file to replace the <VirtualHost> </VirtualHost> section with the following text using the command:
 sudo vi /etc/httpd/conf.d/ssl.conf

<VirtualHost *:443>
ServerName loggernet.sc.egov.usda.gov:443
ErrorLog logs/ssl_error_log
TransferLog logs/ssl_access_log
LogLevel warn
SSLEngine on

# List protocol levels clients will be able to connect with.  Disable SSLv2 access by default:
SSLProtocol -all +TLSv1.2 +TLSv1.1 +TLSv1

# List ciphers clients are permitted to negotiate.
# See the mod_ssl documentation for a complete list.
SSLCipherSuite HIGH:!aNULL:!MD5:!3DES

#   Server Certificate:
# Point SSLCertificateFile at a PEM encoded certificate.  If
# the certificate is encrypted, then you will be prompted for a
# pass phrase.  Note that a kill -HUP will prompt again.  A new
# certificate can be generated using the genkey(1) command.
SSLCertificateFile /etc/pki/tls/certs/wildcard-entrust.sc.egov.usda.gov.crt

#   Server Private Key:
#   If the key is not combined with the certificate, use this
#   directive to point at the key file.  Keep in mind that if
#   you've both a RSA and a DSA private key you can configure
#   both in parallel (to also allow the use of DSA ciphers, etc.)
SSLCertificateKeyFile /etc/pki/tls/private/wildcard-entrust.sc.egov.usda.gov.key

</VirtualHost>

To restart Apache to apply SSL changes, run the command:
service httpd restart

Verify that httpd is running and listening on port 443 using the following commands:
 ps –ef | grep httpd
 sudo netstat –plnt | grep 443

Alternatively, go to https://loggernet.sc.egov.usda.gov with a browser.
[bookmark: _Toc479930310][bookmark: _Toc478465686]Configure Apache to Start and Stop with System Reboots
To ensure Apache starts up with system reboots, create these startup links to /etc/init.d/httpd:

sudo ln -s /etc/init.d/httpd /etc/rc.d/rc2.d/S89httpd 
sudo ln -s /etc/init.d/httpd /etc/rc.d/rc3.d/S89httpd 
sudo ln -s /etc/init.d/httpd /etc/rc.d/rc4.d/S89httpd
sudo ln -s /etc/init.d/httpd /etc/rc.d/rc5.d/S89httpd

[bookmark: _Toc479930311]Install Entrust SSL Certificate in JRE on WCIS Private Servers
The Storage software running on the WCIS Private servers needs to access two directories on the LoggerNet server that are served via https using an Entrust server certificate. Therefore, the WCIS Private JBoss servers need to have the Entrust Intermediate Certificate installed.  
Refer to WCIS-JBOSS-InstallationOverview-PSO-2805.docx, section 2.5 ‘Install Entrust Certificate’ for instructions on how to install the certificate.
[bookmark: _Ref298767919][bookmark: _Ref298767924][bookmark: _Toc479930312][bookmark: _Ref291829986][bookmark: _Toc292464696][bookmark: _Ref246231300][bookmark: _Toc246928275]Installing the LoggerNet for Linux Deployment Unit
LoggerNet for Linux Server is a third-party software product from Campbell Scientific, Inc.  
The installation package contains:
The RPM installation file from Campbell Scientific
Configuration files created by WCIS operators to customize the LoggerNet server
Shell scripts written by WCIS operators to manage data files.
[bookmark: _GoBack]All of these files are located in the latest NRCS_WCIS_swStLoggernet-x.x.x.zip file at: Projects » NRCS-Deployments >> Documents >> NRCS Applications >> SCI >> WCIS >> Install Packages >> LoggerNet
[bookmark: _Toc479930313]Unzip Installation Package
To access contents of the installation package:
1. Download the NRCS_WCIS_swStLoggernet-x.x.x.zip zip file and unzip it into the /tmp directory on the Linux server:
sudo unzip NRCS_WCIS_swStLoggerNet-1.0.0.tar.zip -d /home/yourlogin
sudo tar -xvf INSTALL/NRCS_WCIS_swStLoggerNet-1.0.0.tar -C /tmp
Verify that the directory has been created and make it visible:
sudo chmod og+rx  /tmp/swStLoggerNet
ls /tmp/swStLoggerNet
[bookmark: _Toc479251107][bookmark: _Toc479252438][bookmark: _Toc479252736][bookmark: _Toc479311310][bookmark: _Toc479311772][bookmark: _Toc479930314]Installation Procedure
LoggerNet for Linux uses the Red Hat RPM utility for installation. Perform the following installation on the LoggerNet server:
1. Navigate to /tmp/swStLoggerNet.
2. Enter the following yum command within the RPM package to download and install LoggerNet:
sudo yum install loggernet-redhat_4.2-102_i386.rpm
3. If prompted, install into the /var/opt/CampbellSci directory.
Installing this package results in the following:
Binary executables and user documentation are copied to the /opt/CampbellSci/LoggerNet directory.
Configuration files are copied to the /etc/opt/CampbellSci directory.
Daemon init scripts are copied to appropriate directories - /etc/init.d
A loggernet user is created and that user is made a member of the uucp and dialout groups (this action provides access to serial ports).
A loggernet working directory is created at /var/opt/CampbellSci/LoggerNet and the loggernet user is the owner of that directory.

[bookmark: _Toc479930315]Configuring LoggerNet for Linux
[bookmark: _Toc479930316]Open Communication Ports
Prior to operation, ports must be opened for LoggerNet communications.
Ensure the following:
The default listener port for LoggerNet is 6789.   
Make port 6789 visible inside the NITC firewall for users with a LoggerNet Remote client ‘P’ account.
The LoggerNet server will need to initiate communications with many cellular modems on port 3001. Make these ports open for outgoing communications outside the firewall to cell phone modems (see Appendix A).
[bookmark: _Toc479930317]Install WCIS File Management Scripts
The WCIS Storage shell scripts manage the files downloaded by LoggerNet files by copying them into one hourly file per format type. This is so the WCIS Storage program can retrieve it via https. The shell script is called once per hour via a cron.
The zipped tar file wcis_storage.tar.gz  is located in the NRCS_WCIS_LoggerNet-1.0.0.tar.zip file.
1. Navigate to the /var/opt/CampbellSci directory, and unzip and untar the wcis_storage.tar file:
cd /var/opt/CampbellSci
sudo gunzip /tmp/swStLoggerNet/wcis_storage.tar.gz
sudo tar –xvf /tmp/swStLoggerNet/wcis_storage.tar 

This will produce a directory /var/opt/CampbellSci/wcis_storage with four subdirectories: bin, conf, data, and log.  
Ensure that the user loggernet can write to the data and log directories and that the web user can navigate to and read from the /var/opt/CampbellSci/wcis_storage/data directory only:
sudo chown -R loggernet /var/opt/CampbellSci
sudo chmod 644 /var/opt/CampbellSci/wcis_storage/log/*
sudo chmod 544 /var/opt/CampbellSci/wcis_storage/bin/*
sudo chmod 500 /var/opt/CampbellSci/wcis_storage/conf/*
sudo chmod 500 /var/opt/CampbellSci/LoggerNet/sys/bin/CsiLgrNet.xml


Install the cron job to run the WCIS file management scripts hourly:
sudo crontab /var/opt/CampbellSci/wcis_storage/conf/cronfile.current


[bookmark: _Toc479930318]Configure Cell Phone Modems
The LoggerNet installation process creates a configuration file to contain all cellular modem definitions and file locations here:
/var/opt/CampbellSci/LoggerNet/sys/bin/CsiLgrNet.xml

WCIS will include in the Production deployment package two versions of the xml file to be used to replace this file. The purpose of using a smaller file to test is to not overtax the batteries of the remote sites by calling out to all of them during testing. The filenames are: 

CsiLgrNetTest.xml from conf directory – contains only 10 remote cell phone modems.
CsiLgrNet.xml – contains all 180+ remote cell phone modems.

1. After installation in QA, copy the CsiLgrNetTest.xml configuration file into the LoggerNet /bin directory:
sudo cat /var/opt/CampbellSci/wcis_storage/conf/CsiLgrNetTest.xml  > /var/opt/CampbellSci/Loggernet/sys/bin/CsiLgrNet.xml
Start LoggerNet:
sudo /etc/init.d/csilgrnet start

The procedure in the Production environment will be the same, but with an extra step. See Step 3. 

After the initial test and confirmation of functionality, the LoggerNet server will need to be shut down, the CslLgrNet.xml file copied over the CsiLgrNet.xml file, and LoggerNet restarted:

sudo /etc/init.d/csilgrnet stop

sudo cat /tmp/swStLoggerNet/CsiLgrNet.xml > /var/opt/CampbellSci/Loggernet/sys/bin/CsiLgrNet.xml

sudo /etc/init.d/csilgrnet start

[bookmark: _Toc470693161]

[bookmark: _Toc479930319]Confirm Connectivity
To ensure connectivity, confirm the following:
Both of the AWDB Private JBoss load-balanced servers can communicate with Port 443 on the LoggerNet for Linux server.  Verify this by running the following command from the AWDB Private JBoss load-balanced servers:
telnet loggernet.sc.egov.usda.gov 443
A user logged in with a ‘P’ account can reach Port 6789 on the LoggerNet for Linux server from their computer using the LoggerNet Remote application.  Contact one of the 1st Tier End-User Support persons listed in WCIS Contacts and ask them to confirm their connectivity.
[bookmark: _Ref354044423][bookmark: _Toc470693164][bookmark: _Toc479930320]Configuring Apache to Include LoggerNet Hourly Directories
Complete this step on the LoggerNet server to configure Apache for use with LoggerNet for Linux:
Configure Apache to list the hourly CR10x and CR1000 directories in list view:
sudo cp /var/opt/CampbellSci/wcis_storage/conf/wcis_storage.conf  /etc/httpd/conf.d

[bookmark: _Toc479930321]Stopping and Starting Apache
Use the following commands to stop and start Apache:
sudo service httpd stop
sudo service httpd start

Verify that the directories are visible at these URLs:
https://loggernet.sc.egov.usda.gov/cellular_cr10x
https://loggernet.sc.egov.usda.gov/cellular_cr1000




[bookmark: _Toc479930322][bookmark: _Toc247535110][bookmark: _Toc292464701][bookmark: _Ref298767650][bookmark: _Ref298767664]Confirming the LoggerNet Installation and Configuration
To confirm LoggerNet for Linux functionality and the functionality of the WCIS file management scripts using the WCIS Master Status page could take up to two hours, because both LoggerNet and the file management scripts run only once an hour. However, it is possible to confirm some things prior to that.  
To confirm that LoggerNet is running:
ps –ef | grep csilgrnet
To confirm that communications are working, check that timestamps for the LoggerNet logs are incrementing, and that there are no connection errors in the Tran$.log file:
ls -l /var/opt/CampbellSci/LoggerNet/logs/*\$.log
tail -50 /var/opt/CampbellSci/LoggerNet/logs/Tran\$.log 
To confirm that files are being created, between the top of the hour and 10 minutes after, run the following command and confirm that there are files in the directories. Then confirm that there are no errors in the wcis_cellstore.log:  
ls -l /var/opt/CampbellSci/wcis_storage/data/cr10*
tail /var/opt/CampbellSci/wcis_storage/log/wcis_cellstore.log 
To confirm that the WCIS scripts are creating files, run the following command 25 minutes after the hour and confirm that file sizes are not zero:
ls -l /var/opt/CampbellSci/wcis_storage/data/cr10*/hourly
[bookmark: _Toc479930323]Update the Database 
1. Update the SNOTEL database: - Done by DBA’s 
update snotel.dbo.sntl_master_lut set source_ip='CR10X=loggernet.sc.egov.usda.gov:443/cellular_cr10x, CR1000=loggernet.sc.egov.usda.gov:443/cellular_cr1000' where master_id=18;
Touch the Storage .war file on both JBoss servers so they will read the values from the database:
sudo touch /usr/jboss/standalone/deployments/storage.war
[bookmark: _Toc479930324]Run the WCIS Master Status Checker
Approximately two hours after installation and configuration of LoggerNet for Linux, use the WCIS Master Status Checker to confirm functionality of all components of the WCIS Application Suite.
1. Run the WCIS Master Status Checker at: 

https://wcis.sc.egov.usda.gov/wcis/masterStatus/status.jsf 
2. Confirm that the SNOTEL Storage (Java) deployment unit is operational.
[image: ]
3. Navigate to https://loggernet.sc.egov.usda.gov/cellular_cr10x/yyyy-mm-dd-0900.txt, where yyyy is the current year, mm is the current month, and dd is the current day.   
4. Ensure there are data in the file. See example.
[image: ]
5. Navigate to https://loggernet.sc.egov.usda.gov/cellular_cr1000/yyyy-mm-dd-0900.txt, where yyyy is the current year, mm is the current month, and dd is the current day.   
6. Ensure there are data in the file.

[bookmark: _Toc479930325]Removing LoggerNet
Use the following command to remove LoggerNet for Linux from the LoggerNet server.
1. Enter the following command to remove LoggerNet:
sudo rpm --erase loggernet


[bookmark: _Toc479930326]Re-Installing LoggerNet
Re-installing LoggerNet for Linux can be done by following the same steps that were taken to install the Deployment Unit.  See Section 4 Installing the LoggerNet for Linux Deployment Unit for more information.


[bookmark: _Ref479056966][bookmark: _Toc479930327]LoggerNet Ports and Users
The current list of IP addresses and ports for the cellular modems that LoggerNet collects data from is in /tmp/swStLoggerNet/LoggerNet_modems.txt.	

	
Client
	Server
	Port
	
	

	maggie.dunklee@por.usda.gov
	LoggerNet Server
	6789
	
	

	deb.harms@por.usda.gov
	LoggerNet Server
	6789
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc479251123][bookmark: _Toc479252454][bookmark: _Toc479252752][bookmark: _Toc479311326][bookmark: _Toc479311788][bookmark: _Toc479251124][bookmark: _Toc479252455][bookmark: _Toc479252753][bookmark: _Toc479311327][bookmark: _Toc479311789][bookmark: _Toc479251125][bookmark: _Toc479252456][bookmark: _Toc479252754][bookmark: _Toc479311328][bookmark: _Toc479311790][bookmark: _Toc292464706][bookmark: _Toc479930328]Technical Support
[bookmark: _Toc291082162][bookmark: _Toc292464707][bookmark: _Toc479930329]NITC Support Contacts
[bookmark: _Toc355597311][bookmark: _Toc292464708][bookmark: _Toc291082163]Call 888.USE.NITC (888.873.6482) and send an email to nitcservicedesk@ocio.usda.gov
		24/7 support
0. [bookmark: _Toc479930330]NRCS Contacts
8:00 AM to 4:00 PM (Normal Business Hours)
1. Send an email to NRCS-Operations@ftc.usda.gov
1. Proceed directly to the PSO cubes and contact a PSO staff member personally.
1. Call (970) 295-5600.
All other times (holidays, weekends, evenings) 
1. Call (970) 295-5600
1. Send an email to NRCS-Operations@ftc.usda.gov
NRCS PSO Integrator: 	April Sheets, 970.295.5376
NRCS PSO Database Administrator: 	Mike Rowland, 970.295.5649
NRCS PSO Manager: 	Aaron Alexander, 970.295.5619, cell 970.222.3231
0. [bookmark: _Toc355597312][bookmark: _Toc353530505][bookmark: _Toc292464709][bookmark: _Toc291082164][bookmark: _Toc479930331]WCIS Contacts
1st Tier End-User Support (Pacific Time Zone)
	Maggie Dunklee, 503.308.2709
	Deb Harms, 503.414.3050

2nd Tier End-User Support (contacted by 1st Tier)
	Maggie Dunklee, 503.308.2709
Project Team
Developer:	Maggie Dunklee, 503.308.2709
Project Manager:	Brit Baldwin, 503-414.3243
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